MAKING CONNECTED CARS SAFE AND SECURE.
FOR EVERYONE.




Upstream

MAKING SMART MOBILITY SAFE AND SECURE. FOR EVERYONE.
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CONNECTED VEHICLES
ON THE ROAD TODAY
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77 5 M CONNECTED VEHICLES
ON THE ROAD BY 2023

Source: https://www.juniperresearch.com/press/press-releases/in-vehicle-commerce-opportunities
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CONNECTED VEHICLES: CUTTING-EDGE TECHNOLOGY
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RAPID GROWTH OF CYBER-ATTACKS ON THE
CONNECTED AUTOMOTIVE INDUSTRY 2010-2019

Reported automotive cyber-attacks by year
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THE TABLES HAVE TURNED
BLACKHAT ATTACKS SURPASS WHITEHAT
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AUTOThreat"

Trends Vectors Threats Geo
AFTER MARKET/OEM
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Incidents
Type
® 151 =171 @9
Black hat White hat Privacy
Access
0 262 = 83
Remote Physical

*Incidents may include both physical and remote
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*Incidents may include both short and long range
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Attack vectors (% of cases)

Keyless entry/Key fob 30.29%
naobile app | 1270
08D port || 1.0
nfotainment _ 8.47%
ecurcucw [ 5.54%
wiri [ 521%
Bluctooth [ 4.89%
Cellular network - 4.56%
08D dongle [ 3.91%
Sensors - 3.91%
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Updated Oct 15, 2019

Submit threat
More info
Clear all filters
Latest incidents

Date Title Ref. Details *

October 2019 Thieves leam to steal cars on YouTube, arrested @ @

October 2019 Zendesk security breach may impact Uber @

October 2019 Electronic road signs hacked with anti-driver @ @
messages

September 2019 Auto parts factory hit by cyber attack @ @

September 2019 Jeep Wrangler key fob hacked to remotely unlock Eal @
doors and start the engine

September 2019 Malware infection discovered at German car paris @ @
manufacturer

September 2019 Subaru hacked into a simulator @ @ v

Impact (% of cases)

Service/Business dis _ 12.88%
Location tracking _ 10.12%
Fraud _ 8.28%
Manipulate car syste - 4.29%

Policy violation . 2.15%

Malware . 1.84%
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RESEARCH NEWS & REVIEWS OWNERSHIP VIDEOS

Check out the 2019 Autoblog Gaming Guide 4

BREAKING

Chicago Car2Go app reportedly hacked, some 100 cars
missing

Stolen cars used to commit crimes, says CBS Chicago

e ANTTI KAUTONEN &

Temporary Service Pause

We are temporarily pausing our

ﬁ Chicago service. We will provide

B an update as soon as possible.

Thank you and we apologize for
the inconvenience.

¥ Complete your profile
Please check your profile for details
] Tap for details
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p0|itic5 45 Congress SCOTUS Facts First 2020 2019 Elections Edition v Q

FBI says hackers are targeting US auto industry

By Josh Campbell
Updated 2227 GMT (0627 HKT) November 20, 2019
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TO PROTECT

Upstream

VALUE

CONNECTED CARS

PROPOSITION

SMART MOBILITY SERVICES

FROM CYBER-THREATS ,MISUSE, FRAUD




UPSTREAM C4™
CLOUD BASED CYBERSECURITY FOR CONNECTED CARS

Upstream Upstream
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CONNECTED VEHICLES APPLICATION SERVERS MOBILE APP

AGENT-LESS CLOUD-BASED PLATFORM
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UPSTREAM C4™
NO IN-VEHICLE SOFTWARE OR HARDWARE INSTALLATION

LEVERAGING
EXISTING

DATA FEEDS

Upstream Upstream
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CONNECTED VEHICLES APPLICATION SERVERS MOBILE APP

AGENT-LESS CLOUD-BASED PLATFORM
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EXAMPLE: UPSTREAM FLEET MONITORING INTEGRATED THREAT FEED
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UPSTREAM
VEHICLE SOC

Incident Detection
and Response
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From the automotive
cloud (telematics)
hackers can target

_ multiple vehicles at the
Automotive same time
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Upstream detects
the attack on the
automotive cloud

Automotive
Cloud Services

Attack
is blocked
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Hacker attacking the
automotive cloud remotely
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